NATIONAL CYBER SECURITY AWARENESS MONTH
WEEK 4 - INSIDER THREAT
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Do Your Part. #BeCyberSmart

Protect Yourself Protect the Mission

Digitally Adept Airmen Protect Personal And Mission Information From Adversaries.
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Now in its 17th year, National Cybersecurity Awareness Month (NCSAM) continues to raise awareness about the importance of cybersecurity across our Nation, ensuring that all American have the resources they need to be safer and more secure online.
NCSAM Theme and Schedule
CISA and the National Cyber Security Alliance (NCSA) are proud to announce this year’s theme:
“Do Your Part. #BeCyberSmart.”
This theme encourages individuals and organizations to own their role in protecting their part of cyberspace, stressing personal accountability and the importance of taking proactive steps to enhance cybersecurity.
NCSAM emphasizes “If You Connect It, Protect It.” Throughout October, CISA and NCSA will focus on the following areas in our promotions and outreach:
October 1 and 2: Official NCSAM Kick-off
Week of October 5 (Week 1): If You Connect It, Protect It
   - The Air Force is focusing on the theme:  Malware – how to identify it and remove it from devices
Week of October 12 (Week 2): Securing Devices at Home and Work
   - The Air Force is focusing on the theme:  Passwords/PINs – Characteristics, Generators/Vaults
Week of October 19 (Week 3): Securing Internet-Connected Devices in Healthcare
   - The Air Force is focusing on the theme:  Protecting Info & Devices – S/W & Multifactor Authentication
Week of October 26 (Week 4): The Future of Connected Devices
   - The Air Force is focusing on the theme:  Insider Threat – From a Cybersecurity Perspective
Use NCSAM’s hashtag #BeCyberSmart before and during October to promote your involvement in raising cybersecurity awareness.




National Cyber Security &
Awareness Month

“From the flight line to the front line, from the cockpit
to the clinic, we will develop leaders of character with
a natural bias for action and a competitive, curious
and innovative mindset. We will grow Airmen who
are resilient, multi-capable and digitally adept—
instinctively exploiting advances in data, computing
and information technologies—and armed with the
specific skills to deliver into the future.”

- Gen. Jacqueline Van Ovost, AMC Commander

Gen. Jacqueline Van Ovost
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This quote is from Gen. Jaqueline Van Ovost’s change of command, Aug 20.
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Each week in October is dedicated to a specific Air Force cyber topic

Week 3:

Malware » Passwords/PINs ’ Protgzt\i,?c?elsnfo& . Insider Threat

Types of Insider Threats
Signs of An Insider Threat
Don’t Be An Insider Threat!

Devices as a Threat
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Week 4 : Insider Threat 

Key Indicators 
Types of Insider Threats 
Don’t Be An Insider Threat
Devices as a Threat
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There are many different types of Insider threats.  The most common is the careless user.  Probably the best example of a careless user is the person that clicks on a link or opens and attachment from an untrusted source.  Next are the insiders that will do things for monetary benefits. Some of these people will do anything for a quick buck, while others become desperate because of personal situations.  After that we have people that are willing to steal our data and sell or give it to another country.  This could also be done for money, or it could be done for ideology as well.  Next up is data theft.  This is becoming more and more common.  Recent ransomware attacks have included data theft to increase the incentive for people to pay up.  Finally, we have sabotage.  A great example for this is the employee that gets early word about being fired and uses his admin rights to cause as much damage as possible before getting fired. 

Additional Info:

All groups or organizations are vulnerable to inside threats and the threats posed by these insiders can vary just as widely as the groups or organizations they work for.  Not all inside threats are intentionally malicious, but their actions, or lack of action, can lead to large problems.  Those that intentionally violate the trust afforded to them could do so for all sorts of reasons, including coercion.  Remain vigilant to protect yourself, your equipment, and your country.  Here are some examples of types of insider threats.

Careless users can cripple an organization.  Failing to adhere to proper security practices can open opportunities for actual nefarious actors to gain access to the systems or information they are not supposed to have.  For example, while teleworking, someone may not feel any harm would come by using their government computer to check personal email or view various websites while not using the Virtual Private network, or VPN.  Doing so could allow for malware to be installed onto their government computer which could allow for data to be stolen, credentials to be compromised, or further infection of other government systems.  Careless users could also leave their government computer or CAC unprotected, like in a coffee shop or in their car, and that could allow for theft of the physical property and/or unauthorized access.  Don’t become an insider threat by failing to think about your own actions.

Payment Card Breach: Money makes the world go round, so of course the finances of groups or organizations are a common target of insiders.  The insider could be stealing for their personal gain directly, or they could use their inside knowledge and access to exfiltrate funds, by various means, to an outside group.  Funds exfiltration, misdirection, or ransom could even be caused by careless users.  Realistic-looking financial statements or bills are regularly sent in spear phishing campaigns, and unsuspecting personnel will sometimes release funds without further thought.  Careless users could also have allowed ransomware onto their systems that results in a demand for payment in order to get their data back.  

Espionage of proprietary technologies or theft of various data are also common goals of our adversaries.  Things ranging from airplane schematics or personnel data are all targets for our various adversaries and must be protected.  Failure to do so could potentially cause us to lose our technological and tactical edge, or even loss of life.

Lastly, the direct sabotaging of our capabilities, whether our physical aircraft or computer systems, greatly benefits our adversaries.  Taking down our systems to impede our missions, or even grounding our aircraft can provide our adversaries an edge in increasing their tactical position or standing on the world stage.

Do not put yourself or your country at risk… it will not work out well for you.
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Judgement, Character, and Psychological Conditions

Criminal, Violent, or Abusive Conduct

Insider Threat
O e

Security & Compliance Incidents
Professional Performance
Financial Considerations

Foreign Considerations

Technical Activity
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It is not always easy to recognize an insider threat, but there are lots of signs to be on the look out for.   To recognize some of the items in this list, you have to get to know and listen to co-workers.  It is at that time you can start picking up on things such as financial problems, possible criminal behavior, and foreign ideology.  As a team with everyone remaining vigilant, it is possible to recognize most threats before they attack.

Additional Info:

From the Center for Development of Security Excellence “Insider Threat Job Aid:  Potential Risk Indicators: Insider Threat What is the “something” we should be looking for?”
https://www.cdse.edu/documents/toolkits-insider/INTJ0181-insider-threat-indicators-job-aid.pdf

What is an Insider Threat? 
An Insider Threat is anyone with authorized access who uses that access to wittingly or unwittingly harm the organization and its resources. Insiders can be employees, vendors, partners, suppliers, etc.; they are individuals that you provide access to your facilities and/or information. Trusted insiders may commit malicious acts, such as fraud, theft, sabotage, espionage, unauthorized disclosure, workplace violence, and more. Unwitting insiders may inadvertently disclose sensitive information, unknowingly download malware, or facilitate other cybersecurity events. Anyone can be a potential insider threat. All organizations are vulnerable. 

Potential Risk Indicators 
Most insider threats exhibit risky behavior prior to committing negative workplace events. If identified early, many risks can be mitigated before harm to the organization occurs. It is your responsibility to report these indicators to your supervisor, security officer, and/or insider threat program. 

Spotting and Reporting PRI 
Not all of these potential risk indicators will be evident in every insider threat and not everyone who exhibits these behaviors is doing something wrong. However, most of insider threats have displayed at least some of the potential risk indicators. Early reporting allows the Insider Threat Program to pursue a multi-disciplinary approach to gathering and reviewing information indicative of an insider threat, referring that data as appropriate, and developing mitigation response options while protecting the privacy and civil liberties of the workforce. The goal of the program is to deter threats and detect potential issues early on—before a problem occurs. Early reporting can prevent harm to self or others, losses to the organization, and protect national security. 

Here are some Risk Indicators and examples of a potential insider threat:
Professional Lifecycle and Performance:  declining or poor performance ratings; reprimands or complaints; demotions, suspensions, or separation.
Foreign Considerations:  citizenship or travel to countries of concern, service in foreign military or government, voting in foreign elections, living with foreign national, unauthorized contact with an officer or agent of a foreign intelligence agency.
Security and Compliance Incidents:  compliance or security violations; misuse of Government Travel Charge Card; security clearance denial, suspension, or revocation; misusing privileged functions or access; attempting to gain access to national security information without proper clearance or need-to-know.
Technical Activity:  violating acceptable user or system policies; attempting to introduce unapproved USB device or transfer data to removable media inserted in USB port; erasing, modifying, or tampering with any record-keeping data; introduction of malicious code.
Criminal, Violent, or Abusive Conduct:  Criminal violent behavior, to include sexual assault and domestic violence or other criminal behavior; exhibiting or threatening violence at work; criminal behavior involving weapons; failure to follow court orders or violation of parole; self-harm, suicidal ideation, or attempting suicide.
Financial Considerations:  financial crime, filing for bankruptcy, high debt-to-income ratio, failure to file tax returns, pay garnishment, displaying signs of unexplained affluence, experienced gambling problem.
Substance Abuse and Addictive Behaviors:  illegal, or legal, substance use or trafficking; voluntary or involuntary treatment for abuse of drugs, alcohol, or controlled substances.
Judgement, Character, and Psychological Conditions:  falsifying data at work or hiring information; communicating extremist views or ill-will towards the United States Government or employing organization; associating with or enabling extremist groups; voluntary or involuntary admission to inpatient mental health facility; mental instability, anti-social, or compulsive behavior; past untruthfulness or failure to successfully complete a polygraph.
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There are many people that have made themselves the insider threat.  This is not on purpose, they were just careless or decided not to adhere to policies.  We need to protect our devices and information and maintain are security at the highest level possible.  Even at a public coffee shop or a restaurant, a hacker can take device control or steal materials left unsupervised.  Make sure to lock your car and keep valuable equipment hidden from open view.  While traveling for work or pleasure, be careful of public Wi-Fi and most of all, people.  Use common sense and be very careful around others.


Devices As A Threat
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 Know what is being brought in to your office

2 * Don’t plug in unknown/unauthorized devices

v ~ * Remain Vigilant
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Many devices that are out there can be threats.  Be on the lookout for anyone attaching devices to their computer.  While disc drives or specially approved hard drives may be used on government computers under certain circumstances, using USB devices can allow a quick entryway for malware to enter your computer.  They also provide a convenient way for stealing data from those computers or networks.  Countless incidents have occurred that all started with USB devices on government computers.  Some of the USB Devices are disguised as something else.  Be on the lookout for any suspicious electronics including listening devices and cameras.  Sensitive work should never be done in public places.

Also be careful of what information gets printed.  Printed pages my not seem like as much of a threat, but don’t let your guard down.  Data that is printed out is the same as data taken out on a disc; theft is theft.  Even something as innocent-looking as meeting materials can be used against us if that information found its way into the wrong hands.  Remain vigilant to ensure that our information does not leave the work area. 

There are known spy devices that look identical to personal accessories. 
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Technology can be used to attack us in many ways, but the real threat is people.  Technology doesn’t do much without someone pushing the buttons.  There are always things that you don’t know about your co-workers.  They could be going through really tough times, are have an agenda that you are not aware of.  Or, like Dave in the cartoon, people can inject error and may not intend to.  This is why we have to always be aware of our surroundings and be especially alert to the people in our work areas.  


National Cyber Security
Awareness Month

This concludes the National Cyber
Security Awareness Month
presentation series.

Thank you for your participation!

For more information, please contact your Wing Cybersecurity Office
or
MAJCOM Cybersecurity Office at: AMC.Cybersecurity@us.af.mil
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Held every October, National Cybersecurity Awareness Month (NCSAM) is a collaborative effort between government and industry to raise awareness about the importance of cybersecurity and to ensure that all Americans have the resources they need to be safer and more secure online. 

The Cybersecurity and Infrastructure Security Agency (CISA) is the federal led for NCSAM and other national-level cybersecurity awareness issues (e.g., STOP. THINK. CONNECT.™ Campaign) throughout the year. CISA co-leads NCSAM activities, messaging, and events with the National Cyber Security Alliance (NCSA). 


Now in its 17th year, National Cybersecurity Awareness Month (NCSAM) continues to raise awareness about the importance of cybersecurity across our Nation, ensuring that all American have the resources they need to be safer and more secure online.

“Do Your Part. #BeCyberSmart.”

This theme encourages individuals and organizations to own their role in protecting their part of cyberspace, stressing personal accountability and the importance of taking proactive steps to enhance cybersecurity.

NCSAM emphasizes “If You Connect It, Protect It.” Throughout October, CISA and NCSA will focus on the following areas in our promotions and outreach:
•October 1 and 2: Official NCSAM Kick-off
•Week of October 5 (Week 1): If You Connect It, Protect It
•Week of October 12 (Week 2): Securing Devices at Home and Work
•Week of October 19 (Week 3): Securing Internet-Connected Devices in Healthcare
•Week of October 26 (Week 4): The Future of Connected Devices

Use NCSAM’s hashtag #BeCyberSmart before and during October to promote your involvement in raising cybersecurity awareness.
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